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European Union Rule of Law Mission in KosovO
PRIVACY STATEMENT – DATA PROTECTION NOTICE

for the purpose of

processing personal data RELATED to RECRUITMENT, SELECTION     PROCEDURE AND ADMINISTRATIVE MANAGEMENT FOR LOCAL CONTRACTED/INTERNATIONAL CONTRACTED, SECONDED STAFF AND TERMPORARY STAFF IN THE European    

        Union Rule of Law Mission
	1. INTRODUCTION

	The protection of your privacy including your personal data is of great importance to the European Union and to the CSDP European Union Rule of Law Mission in Kosovo (hereafter “EULEX Kosovo”) When processing personal data we reflect the provisions of the charter on Fundamental Rights of the European Union, and in particular its Article 8 on data protection. This privacy statement describes how EULEX Kosovo processes your personal data for the purpose it has been collected and what rights you have as a data subject. 

Your personal data is processed in accordance with the principles and provisions laid down in the pertinent legislation on data protection, including the Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing regulation (EC) no 45/2001 and decision no 1247/2002/EC as of 11 December 2018, aligned with the provisions of the general data protection regulation (EU) 2016/679 and in accordance with the CivOpsCdr instruction 12-2018 and with the EULEX Kosovo Standard Operating Procedure(SOP) on the protection of personal data .

The Mission aims at implementing data protection fully in line with the standards set out in the new legal framework using flexible privacy friendly tools with appropriate safeguards. 

All data of a personal nature - namely data that can identify you directly or indirectly - will be handled fairly and lawfully with the necessary care.



	2. PURPOSE OF THE PROCESSING OPERATION

	The main purpose of the personal data processing activity is to manage selection, recruitment and human resources administration during the employment or assignment of local contracted, international contracted and seconded mission members as well as local and international interns. The Mission collects, manages and stores data related to candidates (both internal and external) who apply for the posts and data related to employed or assigned mission members and interns. 

In particular:

- to select and appoint the most suitable candidates for the posts in the Mission;

- to handle and store the results of evaluations and interviews at different stages of the selection process;
- to fulfil Mission obligations and guarantee mission member’s rights. 



	3. DATA PROCESSED

	The data, including personal data of the Head of Mission, seconded staff, international and local contracted, including temporary staff (e.g. interns) which may be processed for that purpose are the following:

· surname(s), middle name(s) and first name(s)

· date of birth

· gender

· nationality(s)
· country of birth and place of birth (city) 

· contact details (such as email, phone number, address)

· military/police rank 

· vacancy number and title
· personal data from application form such as educational and professional background, IT, and language skills (CV file)

· reference checks supplied by former employers, reference findings of the open source reference check
· interview evaluations

· test evaluations and completed test materials (e.g., completed written test, submitted work samples, recorded presentation videos)
· arrival date

· start and end date of contract/Tour of Duty  

· position title and position reference number at EULEX 

· department and equivalent 

· location of deployment

· regime (seconded or contracted)

· group category (local, international and temporary staff)

· passport number, type of passport, passport valid until (copy of passport)

· photo

· declaration of residence (international contracted only)

· certificate of not having a criminal record (except seconded internationals and seconded interns)

· mission ID number

· grading and calculation of grading (local and international contracted staff members)

· salary / per diem / allowance (international staff members; local staff: interns) 

· bank account details 

· tax registration certificate: issue date, Copy of Personal ID(local contracted)

· insurance card number, insurance starting and ending dates

· beneficiaries (EULEX, Insurance Companies ) – names and relation of dependents

· insurance enrolment of staff member’s family members: name, date of birth, relation

· driving licence category, expiration date (copy of driving licence)

· security clearance level requirement
· supporting documents for different kind of leaves may include personal data of other persons than mission members such as birth certificate of a child, marriage certificate, certificate stating the heath condition of the close relative  

· performance evaluation reports
· decision on appeal of PER 
· redeployment information like dates, place

· extension documentation (request, approval, non-approval)

· resignation letters and decisions: notification date, requested resignation date and reasoning, approved resignation date with reasoning if applicable

· termination of the contract: reasoning, decision date and termination date, notification date 

· national Contingent Leader and deputy appointments

· training certificates 

· educational diploma/certificate 

· confidentiality acknowledgement signed on check in and check out / declaration of conflict of interest and fraud

· acknowledgement of receipt: date when a Mission member was provided with information in regard with personal data protection at EULEX 

· check in/check out form
· sick leave certificate data, limited to data of an administrative nature and not medical; when necessary, including travel arrangements in case of repatriation, emergency evacuation, and voluntary return home or to facilitate a “rotation” program for the purposes of staff members returning to the EU. 


	4. CONTROLLER OF THE PROCESSING OPERATION

	The Controller determining the purpose and the means of the processing operation is the Mission (EULEX Kosovo). The service, i.e. the Mission section responsible for managing the personal data processing operation is the Human Resources Division under the supervision of the Head of Mission or the Deputy acting on his/her behalf.



	5. RECIPIENTS OF THE DATA

	The recipients of your data may be:
· Appointing Authority and Office of the Head of Mission
· CPCC.3 Missions Personnel; CiMA IT platform (basic personal data of all staff members)
· Other units within the Mission (as/if required and authorized )
· Internal Auditor

· External Auditors

· Insurance companies

· Kosovo Tax Administration

· The Kosovo Pension Saving Trust
· The non-resident locals Pension Funds respectively
· Banks (Local and International)

· Travel Agencies  / Hotels (In case of a Duty Trip)

· Kosovo Ministry of Internal Affairs (Weapons Registration related )
The given information will not be communicated to third parties, except where necessary for the purposes and/or recipients outlined above. 


	6. PROVISION, ACCESS AND RECTIFICATION OF THE DATA

	You have the right to access your personal data and the right to correct any inaccurate or incomplete personal data, as well as to request the removal of your personal data, if collected unlawfully, which will be implemented within 1 month after your request will have been deemed legitimate. If you have any enquiries concerning the processing of your personal data, you may address them to the functional mailbox: info@eulex-kosovo.eu
 

	7. LEGAL BASIS for the processing operation 

	Legal basis in addition to the abovementioned data protection legislation:
· Council Joint Action 2008/124/CFSP, dated 04 February 2008 together with subsequent Council Joint Actions and Decisions amending and extending Joint Action 2008/124/CFSP, the latest being Council Decision (CFSP) 2021/904

· Revised Operational Plan (EEAS (2021/540 dated 18/05/2021)

· Civilian Operations Commander Instruction 12/2018 on the SOP on Personal Data Protection

· EULEX SOP on Personal Data Processing (2019/EULEX/0002-01)

· Contract of Employment

· Relevant Standard Operating Procedures (SOPs)



	8. TIME LIMIT FOR STORING DATA

	Retention of data in case of selected candidates:

· All personal data are organised in electronic compartments and stored only for the duration of employment/tour of duty of the Mission Members. On a proportionate basis and limited to the necessity certain categories of data are retained beyond the period of activity, to the extent until these data are in relation to remaining rights or obligations. 

· Personal data related to the employment/secondment (listed under section '3. DATA PROCESSED') are retained for 10 years as of the termination of employment/assignment. 
· When appropriate, personal data contained in supporting documents should be deleted, if possible, where these data are not necessary for further purposes, e.g., control, inspection, and audit.

· In case of a judiciary procedure related to employment of contracted staff or tour of duty of the seconded staff, personal data is kept for 5 years after the final judgment was rendered. In case of a complaint launched before the European Ombudsman, the EDPS or other competent authorities, personal data is kept for 2 years after the closure of the case.
In case of non-selected candidates the time-limit for storage of the data is set in relation to the time limits established for the possible review of the decision taken in the selection procedure. In the case of a litigation connected to a non-selection decision the HR recruitment file and the HR selection file shall be kept no longer than 5 years after the final decision/judgment had been issued. 
Outline of Security Measures 

Electronic Files: The collected personal data are stored on the servers that abide by the pertinent security rules. Personal data will be processed by assigned staff members. Files will have authorised access. Measures are provided to prevent non-responsible entities from accessing data. General access to all collected personal data and all related information is only possible to the recipients with a User ID / Password.
Physical Files: When not in use, physical copies of the collected personal data will be stored in a properly secured and locked storage container.

Technical and organisational measures are also guaranteed and the appropriate provisions on security in order:

· to prevent any unauthorised person from gaining access to computer systems; any unauthorised reading, copying, alteration or removal of storage media; any unauthorised memory inputs; any unauthorised disclosure, alteration or erasure of stored personal data; unauthorised persons from using data-processing systems by means of data transmission facilities;

· to ensure that authorised users of a data-processing system can access no personal data other than those to which their access right refers; the possibility to check logs; and that personal data being processed on behalf of third parties can be processed only on instruction of the controller; furthermore that, during communication or transport of personal data, the data cannot be read, copied, or erased without authorisation;

· to record which personal data have been communicated, at what times and to whom.


	9. DATA PROTECTION CONTACT: MISSION DATA PROTECTION ADVISOR

	In case you have questions related to the protection of your personal data, you can also contact the Mission Data Protection Legal Advisor (MDPA) at the functional mailbox of the mission: MDPA@eulex-kosovo.eu
 

	10. RECOURSE

	You have at any time the right of recourse that you may send to the Head of the Mission within the EULEX Kosovo, with the MDPA Legal Advisor in copy.
 


